Improved trust and confidence in the sector’s ability to deliver value securely

An overview of the activities within Intellect in their booster

¢ Intellect has made submissions to numerous Government inquiries which have
investigated the loss of data in the public sector. These include the Independent Review
of the Use and Sharing of Personal Data undertaken by Richard Thomas and Mark
Walport; the Poynter Review and the Cabinet Secretary’s Review of Data Handling
Procedures (Hannigan Review).

¢ Intellect’s Information Sharing and Identity Management groups are also taking forward
active programmes seeking to address the issues raised following the publication of these
reviews.

e Intellect recently published guidelines on securing data when offshoring.

e Intellect’s Public Sector Council Communications workstream is currently drawing up
plans for a PR and Public Affairs campaign aimed at addressing the current perception of
IT in the public sector.

e Elements of this work will also feed into the joint communications work which is currently
being planned with the Cabinet Office and the Strategic Supply Board.

What gaps there are and are they being covered by other organisations

¢ Numerous other organisations are undertaking some form of activity, for example EURIM
under the auspices of their Data Protection and Security to Information Governance
working group; and the Enterprise Privacy Group is undertaking a series of meetings with
the ldentity and Passport Service.

e EICTA s linked into European Network and Information Security Agency (ENISA).
Network Security was discussed in the Intellect EPC in July. The chairman observed that
security professionals tended to find trade association procedures too open and
transparent. EICTA has found a lack of support for its Network Security Group and its
Privacy Group recently and both were disbanded at the last Executive Committee

What'’s Intellect doing?

Outreach programme jointly with government CIO community

Promoting examples of successful IT — with, for example, the NAO (National Audit Office)

Developing data sharing and data breach notification best practice guidelines

Leading a major cross industry campaign, involving 12 Trade associations in the

electronics sector, to help drive counterfeit electronic components out of the supply chain

through formulation of best practice and wider enforcement of IPR legislation.

e Working to dispel common myths. Forexample‘t ec hnol ogy ithsoughout spyi ngo
work on Satellite Navigation

e Where practical, speaking up for the protection of copyright material with DRM and TPM

Future activities in this area

Intellect paper on Data Breach Notification
Intellect paper on Identity Management
Intellect Identity and Information Conference
Intellect Security & Privacy Conference

What would good look like?
e Public trust and confidence in ability to deliver and security of information

Exam question for the Board to answer

e Are there one or two big things we could do to improve confidence in our ability to deliver
value? If we did them would business improve for our members? How big a part in this is
the perception that we and our customers cannot keep data secure?
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